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	Scope (Activity / Area Audited): ISO 27001 Audit Checklist

	Criteria (ISO Standards / Internal Procedures): ISO 27001:2022 Documentation requirements

	Auditor(s) : 
	Date : 



	Question
	Evidence Viewed / Response / Findings

	4.1 Understanding the organization and its context
External / internal issues.

	

	4.2 Understanding the needs and expectation of interested parties 


	

	4.3 Determining the scope of the information security management system


	

	4.4 Information security management system 



	

	5.1 Leadership and Commitment
a) Information security policy and objectives
b) integration
c) resources
d) communicating
e) outcome(s);
f) supporting
g) continual improvement
h) demonstrate leadership 


	

	5.2 Information security policy
a) appropriate 
b) objectives 
c) commitment
d) continual improvement 

Communicated 
Available to interested parties 
Documented Information
	

	5.3 Organizational roles, responsibilities and authorities
a) Conforms to standard 
b) Performance 

	

	6.1 Actions to address risks and opportunities
a) outcome
b) prevent undesired effects
c) continual improvement
d) risks and opportunities
e) how to
1) integrate 
2) evaluate 
	

	6.1.2 Information security risk assessment process:
a) risk criteria
1) risk acceptance 
2) risk assessments
b) risk assessments
c) information security risks
1) process
2) risk owners;
d) analyse
1) consequences 
2) likelihood 
3) levels of risk
e) evaluates 
1) compare
2) prioritize
Documented information

	

	6.1.3 Information security risk treatment process to:
a) risk treatment
b) determine controls 
c) compare Annex A 
d) Statement of Applicability
e) risk treatment plan
f) risk owners approval 
Documented information 

	

	6.2 Information Security objectives and planning to achieve them
a) consistent 
b) measurable 
c) security requirements
d) monitored 
e) communicated 
f) updated 
Documented information 
f) what 
g) resources 
h) who 
i) when 
j) how 

	

	6.3 Planning of Changes 

	

	7.1 Resources 


	

	7.2 Competence
a) competence 
b) training
c) actions
d) evidence 




	

	7.3 Awareness
a) information security policy
b) contribution 
c) implications 
	

	7.4 Communication
Internal and external communications
a) what 
b) when 
c) whom 
d) who 

	

	7.5 Documented Information
a) documented information 
b) information security management system.



	

	7.5.2 Creating and updating documented information
a) identification 
b) format 
c) suitability 


	

	7.5.3 Control of documented information
a) available 
b) protected 
c) distribution
d) preservation
e) changes 
f) retention/disposal
External documentation
	

	8.1 Operational planning and control
Plan
Changes
Outsourced 


	

	8.2 Information security risk assessment 




	

	8.3 Information security risk treatment 




	

	9.1 Monitoring, measuring, analysis and evaluation
Information security performance
a) what
b) methods (valid and produce comparable results) 
c) when 
d) who 
e) results
f) evaluate 
Documented information
	

	9.2 Internal audits
a) conforms 
b) implemented 
c) plan
d) criteria 
e) auditors 
f) results 
g) documented information

	

	9.3 Management review
9.3.1 Review the management system at regular intervals
9.3.2 
a) status
b) external / internal 
c) changes in needs and expectations
d) Feedback on
1) nonconformities/ corrective action
2) monitoring/measurement results 
3) audit results 
4) objectives 
e) feedback
f) risk assessment 
g) opportunities 
Documented information
9.3.3 Management Review Results 
Continual Improvement
Documented Information 

	

	10.2 Nonconformity and corrective action
a) react; 1) action 2) consequences
b) evaluate; 1) review 2) causes 3) similar
c) implement 
d) review 
e) changes 
f) actions taken
g) corrective


	

	Annex A - Reference control objectives and controls
Table A.1 - Control objectives and controls
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