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	Scope (Activity / Area Audited): ISO 27001 Requirements

	Criteria (ISO Standards / Internal Procedures): ISO 27001:2022 Documentation requirements

	Auditor(s) : 
	Date : 



	Question
	Evidence Viewed / Response / Findings

	Are all Mandatory Documents required for ISO 27001 in place?
1. Scope of the ISMS - 4.3
2. Information security policy and objectives - 5.2, 6.2
3. Risk assessment process and risk treatment methodology - 6.1.3
4. Statement of Applicability - 6.1.3 d)
5. Risk treatment plan - 6.1.3 e)
6. Information security objectives - 6.2
7. Information regarding planned processes – 8.1 
8. Risk assessment report - 8.2
9. Results of Risk Treatment – 8.3
10. Definition of security roles and responsibilities - A.5.2 
11. Inventory of assets - A.5.9 
12. Acceptable use of assets - A.5.10
13. Incident response procedure – A. 5.26
14. Information Backup Policy – A 8.13 
15. Access control policy - A.5.15, A 8.5
16. Operating procedures for IT management - A.5.37
17. Secure system engineering principles / architecture - A.8.27
18. Configuration management details - A.8.9
19. Supplier security processes and procedures - A.5.19
20. Incident management procedure - A.5.24
21. Business continuity objectives and ICT continuity requirements - A.5.30
22. Legal, regulatory, and contractual requirements - A.5.31
23. Confidentiality & Non-disclosure agreements for information security – A. 6.6 
	

	Mandatory Records;
24. Records of training, skills, experience and qualifications (Competence Evidence) -
25. Monitoring and measurement results - 9.1
26. Internal audit program - 9.2
27. Results of internal audits - 9.2
28. Results of the management review - 9.3
29. Non-conformities and corrective actions - 10.2
30. Logs of user activities, exceptions, and security events, procedures for gathering evidence - A.5.28, 8.15
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